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ABSTRACT

The development of information technology represented by ICBMA (IoT, Cloud, Big Data, Mobile, Al), is leading to a
surge in data and a numerical and quantitative increase in data centers to accommodate it. As the data center is recognized
as a social infrastructure, It is very important to identify physical security threats in advance in order to secure safety, such
as responding to a terrorist attack. In this paper, we develop physical security threat breakdown structure (PS-TBS) for easy
identification and classification of threats, and verify the feasibility and effectiveness of the PS-TBS through expert
questionnaires. In addition, we intend to contribute to the improvement of physical security level by practical use in detailed
definition on items of PS-TBS.
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Table 1. NIST SP800-12 Common Threat Types
No Classification Comments
1 | Errors and Omissions
Fraud and Theft Management
Security
Employee Sabotage
4 Loss of Physical and Physical
Infrastructure Support Security
5 | Malicious Hackers Techn'lcal
Security
. . Management
6 | Industrial Espionage Security
7 | Malicious Code Technllcal
Security
8 Foreign Government
Espionage Management
9 Threats to Personal Security
Privacy




AW H 53 =A] (2019, 4) 441

Table 2. NIST SP800-30 Common Threat-sources

No | Classification Details

Individuals, groups,
organizations, or states
that seek to exploit the
organization’'s dependence
on cyber resources

events

1 | Adversarial

Erroneous actions taken
by individuals in the

course of executing their
everyday responsibilities

2 | Accidental

Failures of equipment,
environmental controls,
or software due to aging,
resource depletion, or
other circumstances
which exceed expected
operating parameters

3 | Structural

Natural disasters and
failures of critical
infrastructures on which
4 | Environmental | the organization depends,
but which are outside the
control of the
organization

OWASP(Open Web Application Security
Project) Top 10 XA+ $189] AlHo] dwh}
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Fig. 1. ISO/IEC 27005 Infosec Risk Management
Process Diagram
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Fig. 2. OWASP Threat and Impact Model
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Table 3. Distributed Physical Threat Period | Institution Content and impact
No | Classification Description Power cut off the front
Air R K . 2012. KaKaoTalk .
1 ir oom, Rack, Equipment 04 (LG CNS) panel/ Service Stop
temperature air temperature over 4 hours
Room and rack related .
2 | Humidity humidity at specific Sut fo gommumcatlon
temperature 2012. | KaKaoTalk | .= CUFNE S€Wase
— drilling construction /
3 | Liquid leaks Water and coolant leaks 05 (KINX) Service stopping over
Unintentional 1 hour
Human error abnormalities
4 | and personal . o UPS and emergency
AcCoss unauthorized malicious tor i bl
data center intrusion generator inoperable
- - - Port in case of a
5 | Smoke/Fire Electrical or material fire 3212- Authority momentary blackout
Airborne chemicals(such (KLNet) caused by heavy rain
Hazardous . .
. as hydrogen from / Service stop in
6 | airborne . .
. batteries) and major ports
contaminants .
particles(such as dust) .
Blackout / Service
2012. . .
07 CJ Group stop in major
A 719l FelrdH E-Al= W E Fal dlo] subsidiary’s homepage
Eu » o ) =
EAE ep el Ak ZRfslgoR 67 Al 2013. Korea Blackout/Night-time
skeich(14]. 07 Exchange transaction stop
Tell A= dleleAlE] Fa okd 2 A Fr Building Exterior Wall
= 8 AL, Felaka, sk, A RokAL 2014. | Samsung Fire / Service stop of
T = FajabE e A 2helA 200250 dHo]E 04 SDS Samsung Card and
AL} A g FelA o)A nEaa] 3% other customers
< Aelskale(15). 92014 Ellfcoimation Blackout / Payment
o] 7o g HAAH EAIANE BIAA (I 05 : Communica operaation stop over 2
NEARBAY 2A) o] S3sle] Fgxw glor} tion hours
o) = Iul= 93 5t olezx A
A8 Swe] Aenehs el di dexA dA oot | sk UPS Failure / IPTV
o Aut A elxlo] HT7A] o]oi=l dHlo|EAlE] E=]H ’ Service stop for 30
N 12 Broadband .
oF A AlEldl] v]Fo] B u] A A S minutes
A gHAIZE Qlck4, 16, 17, 18, 19, 20]. Air conditioning
system failure after
Table 4. Recent Data Center Incident Cases 2017. NHN dam%ged wate}r pipes/
06 Enter On-line shopping mall
Period | Institution Content and impact service stop for 16
hours
 floodine i
Water flooding into KT Blackout / Many
2010. - computer room / 2018 .
Citibank . . Kangnam customers service stop
12 Business stopping for 02
34 center for 6 hours
ays
Leakage from the
broken A7) 2ol BrEl Ee|Hol Ala 9]9] o]qpHibAl
air-conditioning L A ge Agoln o] 5 JAlsEy] YA e
2011. Macqggrie system causeq by cold ZAUS 732 WAloA] Blolut el duels
01 Securities wave /No business o1 - o ey a1
impact since it is after el Agste] oIS AAS & daAe] vy At
the close of the (21)
market
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Table 5. As-Is Threat Category Definition Issues

Issues Description Related
Information protection
Too defined from a wide
compreh | perspective, data NIST
ensive center physical security
details are not specific
Applicable only from the
perspec'tlve of the Schneid
Too respective product or
- for th r .
narrow company for the purpose Electric

of promoting or selling
the product/service

Threats should be
risk-assessmentable in

Inconsi- conjunction with assets,
stent to .
. protection value, and All
risk e s
modelin vulnerability in the
& data center, but cannot

be mapped to relevance

The emergence of new
Do not technologies and new
accept threats as the All
change environment changes

are not reflected

A A7 Fa el F o IS A9
A AT, AR, 24 g

)

ScopeFitness
* Threatsrelated to
datacenter physical
security

——
)

Model consistency
» Links to risk modeling
and defines input for

Objectivity
* Categorize by the
perspective of z data
center physical
security manager, not

a specific stakeholder

Data center

physical security

threat classification —\

approach Change adaptability

* Continuing to reflect
new types of threats
with new technologies,

consistency changes in the
environment, etc.

Fig. 3. Threat Categorization Approach
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Table 6. Physical Security Threat Breakdown
Structure Draft

Category(6) Classification Item(21)
Location(2) Internal, External
X - Controllable,
Controllability(2) Uncontrollable
Source(3) Nature, Environment,
Human
Communication, Power,
Asset(4) LocationBuilding, Air

Conditioning-Fire
Prevention

Explosion, Collision,
Damage, Combustion,
Flooding, Vibration,
Disturbance, Etc.

Attack Type(8)

Trend(2)

Old, New
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Table 7. Research Result on Threat Item
Classification of Data Center PS-TBS Draft

o] 10 20 30 40 50 60

D Information system operation

management or implementation specialist _ 51

in the data center

@ Planning, implementing, and evaluating _ 30
the ISMS

@ Consulting on ISMS, Information

protection professionals such as solution || N 23

deployment
@ Consulting for Data Center Building,Or _ 26
implementation experts

@ Data center building and facility . 5
operation management specialist

Category & responses .
No Classification above Agt();ﬂzn
Item(27) Suitable(%)
1 Location 76(72%) O(Yes)
1-1 |Location-Internal |81(76%) O(Yes)
1-2 |Location-External |74(70%) O(Yes)
2 Controllability 79(75%) O(Yes)
9-1 Controllability-Cont 71(67%) O(Yes)
rollable
9.9 Controllability-Unc 73(69%) O(Yes)
ontrollable
3 Source 72(68%) O(Yes)
3-1 |Source-Nature 70(66%) O(Yes)

Fig. 4. Respondent Number on Role (Multiple
selection allowed)

@ less than
ayear, 2,
2%

@ Less than
3 years, 15,
14%

® more than
ten years,
47, 44%

® Less than
7 years, 23,
22%

@ Less than
10 vears,
19, 18%

Fig. 5. Respondent Ratio of Experience

3-2 |Source-Environment|71(67%) O(Yes)
73(69%) O(Yes)

3-3 |Source-Human

4 Asset 80(75%) O(Yes)
41 fsset'commumcam 76(712%)  |O(Yes)
4-2 |Asset-Power 79(75%) O(Yes)
4-3 A.sset*Locatlon-Buﬂ 75(71%) O(Yes)
ding
Asset-Air
4-4 |Conditioning'Fire |79(75%) O(Yes)
Prevention
5 Attack Type 78(74%) O(Yes)
5 |Attack 72(68%)  |O(Yes)
Type-Explosion
5o |Attack 74(70%)  |O(Yes)

Type-Collision
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Category & Tesponses | 4oL

No Classification above b pt

Ttem(27) Suitable(%)| S'a'US
53 |Attack 68(64%)  |O(Yes)

Type-Damage

_, |Attack o
54 | ryrm-Combustion | 73(69%)  [0(Yes)
- |Attack Y
5-5 Type-Flooding T7(73%) O(Yes)
. |Attack Y
56 | typavibration  |P(71%)  [0(Yes)
.~ |Attack Y
57T | ryra-Disturbance | 7167%)  [0(Yes)
5-8 |Attack Type-Etc 68(64%) O(Yes)
6 Trend 72(68%) O(Yes)
6-1 |Trend-Old 72(68%) O(Yes)
6-2 |Trend-New 75(71%) O(Yes)

Table 8. Research Result on Expected Benefit
of Data Center PS-TBS Draft

responses
# | Phase Activity above
High(%)
Identification of
1 existing physical 85(80%)
security threats
Identify | Identification of new
2 |ing and physical security 77(73%)
analyzi threats
ng Analysis of Physical Y
3 threats Threats 87(85%)
Possible types of
4 physical security 85(80%)
attacks identification
5 Affectegi dat.a.cen'ter 78(74%)
assets identification
6 Risk Exploitation of data 80(75%)
. center assets
——tanalysis
7 Vulnerability analysis 82(77%)
of data center assets
Estimating the risk
3 | Risk level .~Of physmal 84(79%)
assessm security in data
ent center
9 Estimating the effects | 85(80%)

responses
# | Phase Activity above
High(%)
of physical security
risks
Derivation of data
10 center physical 85(80%)
. protection
Protecti .
L on requlre.me.nts
Measur Est.abhshlng
os protection measures
11 against data center | 86(81%)
physical security
threats
Evaluation of existing
12 physical protection 81(76%)
| | Operati measures
on and | Improving existing
13 |1mprove| physical protection 84(79%)
ment of measures
1 protecti
ve Monitoring and
measur continuous
14 os improvement across | 83(78%)
the physical
protection system
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Fig. 7. Data Center Physical Security Threat
Breakdown Structure Proposed
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AHFEL A 2 B 5 xE sgin) Classificati _
No Description
on Item
Table 9. Description on Threat Iltem circuit station reception
Classification of Data Center PS-TBS Proposed rooms, backbone equipment,
— telecommunication cables,
No Clarfsftﬁ?stl Description etc.)
e € Facilities, equipment, and
1 Location Where threats occur environment for supplying
5 : power to the data center (ex.
ocation-In ;
1-1 tornal Internal data center 4-2 | Asset-Power power service operators,
power supply routes, power
Location-E acquisition facilities, power
121 ernal Out of data center cable, battery room, UPS,
emergency generator, etc.)
whether there is the ) —
Controllabil possibility of proactive control Data. center 1.ocat10n, building
2 " over the threat occurrence information (ex. wall
v itself or when the threat Asset-Loca bcglrzlf'lguratlon: parking,
occurred 4-3 |tion-Buildin uilding security system,
access control and
Controllabil Controllable'(ex. intrgsion, g monitf)ringv serv'er room
N theft, vandalism, equipment doors, windows, offices, cargo
2-1 |ity-Controll . .
breakdown, operational error, pickup, etc.)
able otc)
i Building temperature-related
Uncontrollable(ex. Most Asset-Air |air conditioning, water supply
Controllabil| natural disasters, such as 44 Conditionin| and drainage facilities, fuel
2-2 |ity-Uncontr| wars, riots, political unrest, g Fire storage tanks, fire and water
ollable attacks by international Prevention | leak detection and control
terrorist organizations, etc.) facilities, etc.
the original starting point A series of well-organized
3 Source from which the threat Attack actions utilizing one or more
originated 5 ac security vulnerabilities that
Type It i hysical it
Source-Nat . result in a physical security
3-1 ure Start with natural elements breach
Start with environmental Attack Explpslon, gunpowdgr, gas
i . 5-1 | Type-Explo | explosion, dust explosion, etc.
Source-Env elements (ex. Chemical . R . .
3-2 |, . .. sion resulting in a series of fires.
ironment contamination of air in
computer room) Strong interaction due to
Source-Hu | Start with a person’s action relat}vely c}ose contact.\mth
3-3 man or omission Attack moving objects or particles
5-2 | Type-Collis (ex. car crashes, aircraft
Critical components to be ion crashes, firing or dumping
protected from the data objects on the data center
center’s own perspective (the building, etc.)
4 Asset
assets protected by the B
. . Cause the target object to
information system are .
technical security targets) break or malfunction
Attack (ex. Breaks CCTVs for data
Telecommunications-related 5-3 | Type-Dama center monitoring, damage to
facilities, equipment, and ge access control devices or
4-1 Asset-Com | environment that connect the equipment, damage to
munication| data center to the outside boundaries such as fences,
(ex. line operators, etc.)
telecommunications ports, 5-4 Attack Make the target object burn
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No Cllzssi feait] Description
on Item
Tvpe-Comb with light and heat (ex. Fire
yp . in the data center building,
ustion ..
misfire, etc.)
Parts of the data center or
Attack target equipment are
5-5 | Type-Flood | submerged or drained (ex.
ing floodwater of the data center,
building leak, etc.)
Repeatedly altering the
position, orientation, and
Attack shape ofo‘z,};i Eiar;geet object
56 Typfi_o\;lbra (ex. Vibration of data center
buildings due to earthquake,
equipment vibration inside
computer room while moving)
Electromagnetic waves, strong
Attack noise, etc. to prevent normal
5-7 | Type-Distu| operation and activities (ex.
rbance electronic attacks, EMP
attacks, etc.)
Incoming and discharging
Attack animals such as rats and
5-8 Type-Fitc snakes,
yp postal delivery of toxic
substances, etc.
Threats based on technology
6 Trend .
advancements, new ideas
6-1 | Trend-01d Already Known Threats in the
Market
New Technology and
6-2 | Trend-New Idea-Based Thrgats
(ex. drone, self-driving car,
IoT-based device attack, etc.)
V.2 B
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